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Abstract of the contribution: This paper updates solution #23
1 Introduction
Updates are related to removing the optional EAP based option for A&A and only keep SBI based approach for A&A
Since in this release of specification UAV controller is considered as a normal UE, the paper is updated to provide procedure for UAV authentication and authorization only. However, if in future there is a need to perform A&A for UAV controller also, the same procedures as explained for an UAV can also be used for the UAV controller.
Further updates include clearly depicting in the procedure that the A&A is initiated by the SMF, but the interaction with USS/UTM is done via a different NF (it could be a new NF as depicted in the figure or extension of an existing NF like NEF) so that USS/UTM has a single interface towards the 3GPP system.
2 Proposal
It is proposed to approve the below content. All changes are marked with revision marks.
* * * * Begin of Changes * * * *
[bookmark: _Toc50481900][bookmark: _Toc54846834]6.23	Solution #23: UAV/UAVC authentication/authorization by USS/UTM and C2 communication establishment
[bookmark: _Toc50481901][bookmark: _Toc54846835]6.23.1	Introduction
This solution addresses Key Issue #2, #3, #5, #6 and #7. This solution is applicable to both 5GC and EPC. The solution facilitates below capabilities:
-	Authentication/authorization of UAV by USS/UTM during PDU session establishment
-	Authentication/authorization of networked UAVC by USS/UTM during PDU session establishment
-	Obtain UAV and networked UAVC IP address for C2 communication (from 3GPP network) and perform necessary C2 communication authentication/authorization and pairing.
-	Initiate re- authentication/ re-authorization when deemed necessary by the USS/UTM
-	Revoke authentication/authorization and tear down the PDU sessions
[bookmark: _Toc50481902][bookmark: _Toc54846836]6.23.2	Functional Description
[bookmark: _Toc50481903][bookmark: _Toc54846837]6.23.2.1	Assumptions
The solution is based on below assumptions:
-	An UAS consists of one UAV controller (UAVC) and one UAV. A single USS/UTM is serving both the UAV and the UAVC associated within an UAS
-	The process for associating the UAV and UAVC to form an UAS is outside the scope of 3GPP and is assumed to be done at the USS/UTM.
-	The UAV and UAVC forming the UAS may be served by different MNO. The identification, authentication / authorization of the UAVC and UAV can happen independently.
-	The registration of the UAV with aviation authority (CAA) is outside the scope of 3GPP. Once the UAV is registered to the CAA, a CAA-Level UAV ID is assigned to the UAV.
-	At 3GPP level the UAV and the networked UAVC are each is publicly identified by an MNO assigned GPSI in the form of an External Identifier.
-	The UAV and the networked UAVC may establish separate PDU sessions with dedicated DNN/S-NSSAI (or dedicated APNs in EPC) for
-	Communication with USS/UTM (e.g. OAM purpose, Networked Remote Id, Tracking etc)
-	Command and control (C2) communication between UAV and mutually exclusively an UAVC or a TPAE or an USS/UTM
-	Possibly One or more PDU sessions (PDN connection in EPC) for other communication purposes (e.g. for video streaming etc).
-	The UAV/UAVC gets via means out of scope of 3GPP a USS/UTM address and this is included by the UAV/UAVC in the request for the PDU session establishment. How the USS/UTM address is configured in UAV/UAVC is outside the scope of 3GPP.
-	Mapping between CAA-Level UAV ID and External Identifier is maintained by the USS/UTM.
-	For EPC, the PDN connections used by UAV/UAVC are served by a combo SMF+PGWc regardless of whether the UAV/UAVC support 5G NAS or whether their subscription allows access to 5GC. This allows reusing common procedures between EPC and 5GC; and of course, allows UAV/UAVC to freely move between 5GC and EPC coverage.
-	The solution re-uses (with necessary adaptation) Secondary authentication/authorization by a DN-AAA, in order for the USS/UTM to be able to control the peers of C2 communications.
NOTE 1:	Re-using (with necessary adaptation) of Secondary authentication/authorization by a DN-AAA allows to reuse an existing feature (limiting the cost of introduction of the UAS support by 3GPP systems) that can equally apply over EPC and 5GC.
NOTE 2:	APN used by the UAV for contacting the USS/UTM resolves to SMF+PGWc only.
NOTE 3:	The 3GPP system shall be able to verify that the USS/UTM address provided by the UAV/UAVC UE can be trusted. Security solutions for verification of the USS/UTM address and establishing trust relationship by 3GPP network shall be covered at SA WG3.
[bookmark: _Toc50481904][bookmark: _Toc54846838]6.23.2.2	Overview of the solution
An UAS consists of one UAV controller (UAVC) and one UAV. The UAVC can be a networked meaning the UAVC is connected to a 3GPP network and connected to the UAV via the 3GPP network or the UAVC can be non-networked meaning the UAVC is not connected to the 3GPP network and connected to UAV via a transport outside the scope of 3GPP e.g. internet. In this release of specification, a networked UAVC is considered as a normal UE, without having any aerial subscription and without having the need for secondary authentication & authorization by the USS/UTM. However, the concepts defined in the paper for authentication & authorization of an UAV by the USS/UTM can be utilised for a networked UAVC also, if in future there is a need to do so. 
Based on the type of UAVC (networked or non-networked) used in an UAS, the complete solution can be viewed in two different representation from 3GPP point view.
An overview of the solution is first provided for the case of a non-networked UAVC;
NOTE 1:	Despite the fact that a 5GC wording is used in the figure, it applies also to EPC with e.g. PDU sessions replaced with PDN connections


Figure 6.23.2.1-1: Overall solution for an UAV with non-networked UAVC
The UAV may establish multiple PDU sessions.
In Figure 6.23.2.1-1 above, PDU session1 is used for communication with USS/UTM. This PDU session may be used by the UAV to register with the USS/UTM and provide any further information that the USS/UTM may need to register the UAS. During the PDU session establishment the USS/UTM may perform Authentication & authorization of the UAV. This PDU session may further be used for any communication with USS/UTM that are not related to command and control (C2) operations. For example: for Networked Remote ID (NRID) or for tracking purpose or even for USS/UTM to update certain C2 communication related configuration in the UAV.
For C2 communication the UAV establishes a second PDU session. The USS/UTM authenticates/authorizes this PDU session establishment request for C2 communication by the UAV. The USS/UTM also performs authentication/authorization of the UAV if it was not performed earlier. The USS/UTM may also allocate a dynamically generated CAA-Level UAV ID (e.g. session Id) to the UAV at this point. After the second PDU session establishment, the USS/UTM receives the C2 communication IP address(es) for the UAV from the 3GPP network. The USS/UTM may use this IP address to configure the authorized UAVC to control the UAV, however, how this configuration is done is outside the scope of 3GPP.
When the UAVC IP address for C2 communication is available with the USS/UTM, it configures this IP address in the UAV and may also further do some additional configuration in the UAV to enable C2 communication. PDU Session1 of the UAV may be used for such communication between UAV and USS/UTM.
The USS/UTM also provides (as part of authorization data) the C2 communication IP address of the UAVC to the 3GPP network anchoring the PDU session for C2 communication of the UAV. This IP address in configured in Access Control List (ACL) for the PDU session such that, using the second PDU session the UAV is able to access only the configured IP addresses meant for C2 communication that are authorized by the USS/UTM.
The UAV can now connect on the C2 communication link over the PDU session2
NOTE 2:	SMF are configured to associate the PDU Session for C2 (corresponding to a specific (DNN, S-NSSAI)) with an empty default ACL; this means that as long as the USS/UTM has not authorized an IP address in the ACL, no communication is possible on such PDU session.
NOTE 3:	It is possible that by default the USS/UTM puts in the ACL it configures in the network its own IP in order to be able to take control of the UAV in case of issue ; this depends on USS/UTM policies that are out of scope of 3GPP.
NOTE 4:	The UAV may establish additional one or more other PDU sessions for various other purposes and are not shown in above.
Although in this release of specification a networked UAVC is considered as a normal UE without any aerial subscription and without the need for any A&A by USS/UTM Figure 6.23.2.1-2 below shows the solution overview with a networked UAVC, if in future such need arises to also perform A&A for UAVC by the USS/UTM. The UAV UE behaviour is independent of whether the UAVC is a networked or non-networked. In the case of a networked UAVC, as can be seen from the Figure 6.23.2.1-2, the UAVC UE also may establish multiple different PDU sessions e.g. one for communication with USS/UTM and another one specifically for C2 communication.
The UAV and networked UAVC registers to 3GPP network and establishes PDU sessions independent of each other. It is also possible that the UAV and UAVC are served by different MNOs. However, from UAS operations point of view both are served by a single USS/UTM system.
In the case of a networked UAVC, the authentication/authorization and C2 communication pairing configuration can be facilitated by the 3GPP, similar to how it works for an UAV.


Figure 6.23.2.1-2: Overall solution for an UAV with networked UAVC
[bookmark: _Toc50481905][bookmark: _Toc54846839]6.23.2.3	Usage of secondary DN AAA authentication / authorization
For 5GC the solution makes use of the feature "Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session" provided by 3GPP (TS 23.501, clause 5.6.6 and TS 23.502, clause 4.2.3.2) with enhancements to expose a service based interface from SMF  to facilitate the USS/UTM to authenticate/authorize the UAV and networked UAVC.
For EPC the solution introduces similar procedure as for 5GC, also uses "Secondary authentication/authorization by a DN-AAA server during PDN connection establishment". in The the SMF+PGWc, will make use of this procedure to facilitate the USS/UTM to authenticate/authorize the UAV.
USS/UTM will have the functional entity to work as a DN-AAA and perform authentication of the UAV/UAVC.
Currently the "Secondary authentication/authorization by a DN-AAA" uses Diameter protocol between the SMF and DN-AAA. It is proposed toThis could be further modified to provide expose an API based interface towards DN-AAA server, from SMF (or SMF+PGWc) keeping intact the high-level procedure defined in TS 23.502, clause 4.2.3.2.
It is proposed to use a new network function UAV NF (or alternatively enhance the existing NFs like NEF), that will provide a single interface towards the USS/UTM for authentication and authorization and for USS/UTM to access other 3GPP exposed services. The UAV NF may perform the USS/UTM selection (as described in clause 6.5.2.3) and will work as an intermediary between SMF (SMF+PGWc) and USS/UTM for supporting the authentication & authorization of the UAV.
NOTE 1:	The EAP-Transport Layer Security (EAP-TLS), as defined in RFC 5216, includes support for certificate-based mutual authentication and key derivation, utilizing the protected ciphersuite negotiation, mutual authentication and key management capabilities of the TLS protocol. So, even in the case where the USS provider supports or wishes to use only TLS certificate based mechanism for authentication/authorization of the UAV, the procedure defined in TS 23.502, clause 4.2.3.2 can be utilised. Between the SMF and the USS (acting as DN-AAA), the EAP packets can be encapsulated in a RESTful API whereas towards the UE from SMF the EAP packets shall be sent in a SM-NAS message.
NOTE 2:	If an API based interface is made available for secondary DN authentication/authorization, it will ensure that the external DN does not need to support legacy protocols like Diameter. This will be useful not just for UAV/UAVc authorization, but for any other similar use cases. This may also help accelerate adoption of secondary DN authentication/authorization by external application providers.
NOTE 3:	If API based interface is made available for secondary DN authentication/authorization, the interface could be exposed from SMF (or PGWc+SMF in EPC) via NEF/SCEF or though a new network function that can provide a single interface towards the USS/UTM, in a similar procedure as described in Figure 6.5.3.1-2 for 5GS and Figure 6.5.3.2.1-1 for EPC.
Usage of Secondary authentication/authorization by a DN-AAA server is further defined in clause 6.23.3
The UAV/UAVC provides the necessary identifiers and information needed by the USS/UTM system. These may include (and not limited to and is out of scope of 3GPP, thus not further described):
-	UAV SN to identify the UAV HW
-	CAA-Level UAV ID
-	Other USS/UTM specific Identifiers/information to identify, authenticate/authorize the UAV controller, the pilot etc.
-	Additional aviation specific information like Current location, Flight information, flight authorization specific information, location (latitude, longitude, altitude) of the UAV controller etc.
PDU session (PDN connection in EPC) establishment for C2 communication is continued only after the USS/UTM has successfully authenticated/authorized the UAV/UAVC. The authorization data is also provided to the 3GPP network.
The 3GPP system or the USS/UTM may initiate a re-authentication/re-authorization of the UAV/UAVC at any point of time.
The USS/UTM may at any point revoke the authorization, forcing 3GPP network to tear down the PDU session or change the ACL associated with the PDU Session for C2 to e.g. remove the UAVC IP address from the list of authorized IP address and e.g. replace it with the IP address of a TPAE.
[bookmark: _Toc50481906][bookmark: _Toc54846840]6.23.3	Procedures
[bookmark: _Toc50481907][bookmark: _Toc54846841]6.23.3.1	Authentication/authorization and C2 communication establishment of UAV/UAVC by USS/UTM via 5GC network
The procedure for UAV/UAVC authentication/ & authorization and further authentication & authorization of C2 communication pairing establishment by the USS/UTM during PDU session establishment in a 5GC network is depicted in Figure 6.23.3.1-1 below.
[bookmark: _Ref45736463]



[bookmark: _Hlk46499283]Figure 6.23.3.1‑1: Authentication/authorization and C2 communication establishment for UAV/UAVC by USS/UTM via 5GC
1.	The UAV/UAVC registers to the 3GPP network. The UE's subscription information obtained by AMF from the   UDM has an indication for support for Aerial UE function and the AMF provides the subscription information on Aerial UE authorization to the gNB.
NOTE 1:	It is assumed that the UAV has been registered to the CAA level authority, a CAA-Level UAV ID is available with the UAV/UAVC and the UAV/UAVC has a USS/UTM address configured.
2 - 52.	The UAV/UAVC initiates a PDU session establishment request establishes PDU session for communication with USS/UTM. This may also be a general purpose PDU session and is not used for C2 communication. If this PDU session is used for communication with the USS/UTM and as per the policies a UAV/UAVC authentication/authorization have to be performed by the USS/UTM, secondary authentication/authorization may be performed at step 3A, following the same procedure as explained from in steps 9 through 12.
3.	Based on the UAV UE's subscriber profile, DNN and S-NSSAI provided in the request the AMF selects the SMF and sends Nsmf_PDUSession_CreateSMContext Request to the SMF. It is assumed that the UAV is configured with the appropriate S-NSSAI and DNN to use or that the 3GPP Network has configured the Default S-NSSAI and Default DNN to be dedicated for UAV-USS/UTM connectivity.
4.	The SMF obtains subscription data from the UDM for the given SUPI obtained from the AMF.
	The SMF checks the subscription data whether a secondary authentication is required for the PDU session request and whether the UE request is allowed according to the user subscription and local policies. If the secondary authentication is required and the UE request is allowed, the SMF may further send a request to the UAV to fetch the USS/UTM specific identifier (e.g. CAA-Level UAV ID) and (optionally) a USS/UTM address for secondary authentication if it was not already provided by the UAV in step 2 above.
	The SMF send UAV authentication & authorization request to the UAV NF including the CAA-Level UAV ID received from the UAV UE, the GPSI (e.g. External Identifier of the UE) and USS/UTM address if received.
5.	UAV NF shall verify that the USS/UTM address provided by the UAV can be trusted. If the USS/UTM address provided by the UAV is an FQDN, UAV NF uses DNS resolution to find out the IP address of the USS/UTM. The UAV NF forwards the UAV authentication & authorization request to the selected USS/UTM.
6.	Depending on the security mechanis, multiple roundtrip messages may be exchanged between the UAV and USS/UTM.
7.	If the authentication & authorization was successful at USS/UTM, the USS/UTM provides the successful response with authorization information to the UAV NF. The USS/UTM may maintain a mapping of the CAA-Level UAV ID and the 3GPP level UAV ID (i.e. the GPSI) to further access services exposed by the 3GPP network using the 3GPP level UAV ID.
8.	The UAV NF provides the UAV A&A response to the SMF.
9.	After successful authorization by the USS/UTM, further PDU session establishment procedure is continued.
10.	SMF notifies the USS/UTM the IP address(es) allocated to the UAV to the USS/UTM via the UAV NF.
11.	[Optional] USS/UTM may provide access control list information, so that the PDU session is used only for accessing UAS services (e.g. connecting to the USS/UTM or other UAV operations).

612.	The UAV/UAVC may use this PDU session for registering tocommunicating with the USS/UTM and for C2 communication specific configuration (outside the scope of 3GPP and happens transparently at the application level). This PDU session may also be used e.g. for Networked Remote ID (NRID) and tracking related communication with USS/UTM. The UAV/UAVC may also get a signed USS/UTM address using this PDU session, that will be provided by the UAV/UAVC during PDU session establishment for C2 communication, for a secondary authentication/authorization by the USS/UTM acting as a DN-AAA.
713.	Once the UAV /UAVC is registered to the USS/UTM andis ready for flight operation, it initiates a new PDU session establishment request for C2 communication if separate PDU sessions are used for USS/UTM communication and for C2 communication. If a single PDU session is used for both, the UAV UE requests for PDU session modification indicating C2 related operation. The UAV/UAVC shall include the signed USS/UTM address and CAA-Level UAV ID PDU session establishment request.
14.	The SMF verifies whether a secondary authentication is required for the PDU session establishment/modification request and performs authentication of the request by the USS/UTM using the same procedures as explained in steps 4 – 8 for UAV authentication and authorization.
15.	SMF continues with the PDU session establishment/modification only after successful authentication & authorization done the by USS/UTM.
16.	If a separate PDU session was used for C2 communication, the SMF notifies the IP addresses allocated to the UAV UE for the PDU session, to the USS/UTM via the UAV NF. If the same PDU session is used for C2 communication this step is skipped as the UE IP address is already notified in step 10.
17.	USS/UTM provides necessary access control list information, so that using the PDU session the UAV can be controlled only by authorized UAV controller or TPAE. If this pairing information is not available, the USS/UTM may provide its own IP address as a UAV controller. And later when the UAV controller IP address is known to the USS/UTM, it may update the access control list, using the same SBI interfaces, to allow C2 communication between the UAV and UAV controller using this PDU session. SMF updates the ACL in UPF with the IP addresses provided by the USS/UTM.
18.	USS/UTM may now further configure the C2 communication related information on the UAV. This is done at the application level using PDU session that was established in Step 2-9, and the complete communication is transparent to 3GPP.

8.	Based on the UAV/UAVC UE's subscriber profile, DNN and S-NSSAI provided in the request the AMF selects the SMF and sends Nsmf_PDUSession_CreateSMContext Request to the SMF
9.	The SMF obtains subscription data from the UDM for the given SUPI obtained from the AMF.
	The SMF checks the subscription data whether a secondary authentication is required for the PDU session request and whether the UE request is allowed according to the user subscription and local policies. If the secondary authentication is required and the UE request is allowed, the SMF may further send an EAP request to the UAV/UAVC to fetch the USS/UTM specific identifier (e.g. CAA-Level UAV ID) and a USS/UTM address for secondary authentication if it was not already provided by the UAV/UAVC in step 7 above.
	The SMF shall verify that the USS/UTM address provided by the UAV/UAVC can be trusted. If the USS/UTM address provided by the UAV/UAVC is an FQDN, SMF uses DNS resolution to find out the IP address of the USS/UTM. If there is no existing N4 session to carry the EAP authentication/authorization related message to the USS/UTM, then the SMF selects an UPF and triggers N4 session establishment.
NOTE 2:	Security solutions for verification of the USS/UTM address and establishing trust relationship by 3GPP network shall be covered at SA WG3.
NOTE 3:	If both the UAV and UAVC are served by the same MNO, the SMF may select the same local UPF for both the UAV and UAVC, to support optimised User Plane C2 communication between the UAV and UAVC.
10. The SMF initiates the authentication process with the USS/UTM via the UPF to authenticate the C2 communication request for the CAA-Level UAV ID. The SMF also includes the External Identifier of the UAV/UAVC (as part of GPSI) in the authentication request. The UPF transparently relays the message received from the SMF to the USS/UTM.
11. The USS/UTM and the UAV/UAVC may exchange multiple messages as required by the authentication/authorization method used. This step ends with the USS/UTM sending a final Success to the UAV/UAVC.
	This step may contain the UAV Authorization/Authentication (if it was not already performed in step 3A), Authorization of UAV and UAV controller pairing and flight path authorization/registration for flight operation.
12. Upon successful authorization, the USS/UTM notifies the SMF on the authentication/authorization result. The USS/UTM includes authorization data for the established PDU Session to the SMF and also requests to get notified with the IP address(es) allocated to the PDU Session. The authorization data may include results of UAV Authorization/Authentication, Authorization of UAV and UAV controller pairing, results of flight path authorization and Access Control List (ACL) for the PDU session. The SMF maintains the session with USS/UTM for future communication like sending the IP address(es) allocated for the PDU session or release/update of PDU session or Secondary Re-authentication/Re-authorization or authorization revocation by USS/UTM etc.
	The USS/UTM stores a mapping between CAA-Level UAV ID and the External Identifier. This External Identifier can be used at later point by the USS/UTM for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.
13. After successful authorization by the USS/UTM, further PDU session establishment procedure is continued. Since the UAV and the UAVC may be served by different 3GPP PLMN, the SMF must ensure that the IP address allocated for PDU session (that will be further used for C2 communication) is routable and not subject to any Network Address Translation (NAT).
14. On completion of the PDU session establishment for C2 communication, the SMF notifies the USS/UTM the IP address(es) allocated to the UAV/UAVC.
15. USS/UTM provides necessary access control list information, so that the PDU session is used only between the paired UAV and UAVC/TPAE. If this pairing information is not available at PDU session establishment, the USS/UTM may provide its own IP address as a UAV controller. And later when the UAVC IP address is available to the USS/UTM, it may update the access control list to allow C2 communication between the UAV and UAVC using this PDU session.
	The access control configuration can be updated by the USS/UTM at any point to manage the C2 communication with the UAV. For example, if the USS/UTM may update the access control to remove the UAVC and handover the control to a TPAE or to itself.
NOTE 4:	If SBI interface is used for secondary DN authentication/authorization, then steps 10 through 15 between SMF and USS/UTM can be via NEF (not shown in the Figure 6.23.3.1‑1) or via a new network function (not shown in the Figure 6.23.3.1‑1) that may be introduced to provide a single interface towards the USS/UTM, in a similar procedure as described in Figure 6.5.3.1-2 during PDU session establishment for 5GS.
16. SMF updates the ACL in UPF with the IP addresses provided by the USS/UTM in step 15.
17. USS/UTM may now further configure the C2 communication related information on the UAV/UAVC. This is done at the application level, using PDU session that was established in Step 2-5, and the complete communication is transparent to 3GPP
17a.	[Outside the scope of 3GPP]: If the PDU session establishment for C2 communication was from a UAV, and if the USS/UTM has the paired UAVC IP address available, it configures the IP address in the UAV for C2 communication. The USS/UTM may do some additional configuration also at this point, for example: configuring a dynamic session ID in the UAV that can be used for Remote Identification, instead of using the permanent CAA Level Id which is seen as a privacy issue.
17b.	[Outside the scope of 3GPP]: If the PDU session establishment for C2 communication was from a UAVC, and if the USS/UTM has the paired UAV IP address available, it configures the IP address in the UAVC for C2 communication. The USS/UTM may do additional C2 communication related configuration also at this point.
	C2 communication channel is now available between the UAV and UAVC (or a TPAE or USS/UTM)
	At any time after the PDU Session establishment, the USS/UTM server or SMF may initiate Secondary Re-authentication procedure for the PDU Session.
[bookmark: _Toc50481908][bookmark: _Toc54846842]6.23.3.2	Authentication/authorization and C2 communication establishment of UAV/UAVC by USS/UTM via EPC network



Figure 6.23.3.2‑1: Authentication/authorization and C2 communication establishment for UAV/UAVC by USS/UTM via EPC
The procedure for UAV/UAVC authentication/ & authorization and further authentication & authorization for of C2 communication establishment by the USS/UTM during PDN connection establishment in a EPC network is depicted in Figure 6.23.3.2-1 above.
[1-53].	The UAV/UAVC UE sends an attaches attach request to the EPC network. MME performs the primary authentication and downloads subscription data from HSS. The subscription data obtained by MME from the HSS has an indication for support for Aerial UE function and the AMF MME provides the subscription information on Aerial UE authorization to the eNB. The MME initiates performs default bearer establishment procedure during the attach procedure according to TS 23.401 [10] Figure 5.3.2.1-1.
[4-7].	The SMF+PGWc checks the subscription data whether a secondary authentication is required for the PDN connection establishment request and whether the UE request is allowed according to the user subscription and local policies and establishes a N4 session with UPF+PGWu (same behaviour as in 5GC case). If the secondary authentication is required, the SMF+PGWc sends back Create Session Response. If the CAA-Level UAV ID and USS/UTM address were not included in step 3, the SMF+PGWc includes a PCO in the Create Session Response requesting for the CAA-Level UAV ID and signed USS/UTM address. The SMF+PGWc also ensures (same behaviour as in 5GC case), with appropriate ACL (Access Control List) configuration at the UPF+PGWu, that the UE is not able to access any data network using this PDN connection until a secondary authentication is performed by the USS/UTM. The MME sends attach accept and the NAS message containing the PCO requesting CAA-Level UAV ID.
8.	The UE sends attach complete and also provides the CAA-Level UAV ID to the MME.
[9-10].	MME sends a Modify Bearer Request including the PCO containing the CAA-Level UAV ID to the SMF+PGWc. The SMF+PGWc then sends back a Modify Bearer Response to the MME.
11.	The SMF+PGWc now performs the UAV A&A using a services based interface towards UAV NF as explained in steps 4 – 8 in clause 6.23.3.1.
12.	SMF+PGWc notifies the IP address(es) allocated for the PDN connection of the UAV, to the USS/UTM via the UAV NF.
13.	[Optional] USS/UTM may provide access control list information, so that the PDN connection is used only for accessing UAS services (e.g. connecting to the USS/UTM or other UAV operations). The SMF+PGWc then configures the Access Control List into the UPF+PGWu
14.	The UAV may use this PDN connection for communicating with the USS/UTM e.g. for Networked Remote ID (NRID) and tracking related communication with USS/UTM.
15.	Once the UAV is ready for flight operation, it initiates a new PDN connection establishment request for C2 communication if separate PDN connections are used for USS/UTM communication and for C2 communication. If a single PDN connection is used for both, then the UAV UE requests for Bearer modification indicating C2 related operation.
16.	The SMF+PGWc verifies whether a secondary authentication is required for the PDN connection establishment/modification request and performs authentication of the request by the USS/UTM using the same procedures as explained in steps 4 – 8 of clause 6.23.3.1 for UAV authentication and authorization.
17.	SMF+PGWc continues with the PDN connection establishment/bearer modification only after successful authentication & authorization done the by USS/UTM.
18.	If a separate PDN connection is used for C2 communication, the SMF+PGWc notifies the IP addresses allocated to the UAV UE for the PDN connection, to the USS/UTM via the UAV NF. If the same PDN connection is used for C2 communication this step is skipped as the UE IP address is already notified in step 12.
19.	USS/UTM provides necessary access control list information, so that using the PDN connection the UAV can be controlled only by authorized UAV controller or TPAE. If this pairing information is not available, the USS/UTM may provide its own IP address as a UAV controller. And later when the UAV controller IP address is known to the USS/UTM, it may update the access control list, using the same SBI interfaces, to allow C2 communication between the UAV and UAV controller using this PDN connection. SMF+PGWc updates the ACL in UPF+PGWu with the IP addresses provided by the USS/UTM.
20.	USS/UTM may now further configure the C2 communication related information on the UAV. This is done at the application level using PDN connection that was established in Step 3-13, and the complete communication is transparent to 3GPP.
 If this PDN connection is used for communication with the USS/UTM and as per the policies a UAV/UAVC authentication/authorization have to be performed by the USS/UTM, secondary authentication/authorization may be performed at step 3A, following the same procedure as explained from steps 9 through 18.
6.	The UAV/UAVC may use this default PDN connection for registering to the USS/UTM and for C2 communication specific configuration (outside the scope of 3GPP and happens transparently at the application level). This PDN connection is also used for Networked Remote ID (NRID) and tracking related communication with the USS/UTM.
	Step 7 – Step 14 (except step 9) are according to TS 23.401 [10] Figure 5.10.2-1
7.	Once the UAV/UAVC is registered to the USS/UTM and ready for flight operation, it initiates a new PDN connection request for C2 communication. The UAV/UAVC includes the USS/UTM address and CAA-Level UAV ID PDN connection request in a PCO.
8.	The APN used by the UAV/UAVC for this PDN connection request always resolves to SMF+PGWc only. The MME sends a Create Session Request to the selected SMF+PGWc.
[9-10]. The SMF+PGWc checks the subscription data whether a secondary authentication is required for the PDN connection establishment request and whether the UE request is allowed according to the user subscription and local policies and establishes a N4 session with UPF+PGWu (same behaviour as in 5GC case). If the secondary authentication is required, the SMF+PGWc sends back Create Session Response. If the CAA-Level UAV ID and USS/UTM address were not included in step 7, the SMF+PGWc includes a PCO in the Create Session Response requesting for the CAA-Level UAV ID and signed USS/UTM address. The SMF+PGWc also ensures (same behaviour as in 5GC case), with appropriate ACL (Access Control List) configuration at the UPF+PGWu, that the UE is not able to access any data network using this PDN connection until a secondary authentication is performed by the USS/UTM
[11-12].  The MME forwards the PCO containing EAP identity request to the UAV/UAVC in a NAS message according to TS 23.401 [10] Figure 5.4.3-1. The UAV/UVAC sends back a NAS message with PCO containing CAA-Level UAV ID and signed USS/UTM address.
[13-15]. MME sends a Modify Bearer Request including the PCO to the SMF+PGWc. The SMF+PGWc then sends back a Modify Bearer Response to the MME and establishes a DN-AAA session with the signed USS/UTM address provided by the UAV/UAVC for secondary authentication of the PDN connection. The SMF shall verify that the USS/UTM address provided by the UAV/UAVC can be trusted. If the USS/UTM address provided by the UAV/UAVC is an FQDN, SMF+PGWc uses DNS resolution to find out the IP address of the USS/UTM (same behaviour as in 5GC case). The SMF+PGWc includes CAA-Level UAV ID, the External Identifier of the UAV/UAVC and the IP address allocated to the UAV/UAVC for the PDN connection in the authentication request towards the USS/UTM (same behaviour as in 5GC case).
NOTE 1:	Security solutions for verification of the USS/UTM address and establishing trust relationship by 3GPP network shall be covered at SA WG3
16. The USS/UTM further may exchange multiple request/response messages with the UAV/UAVC. These messages are transported via the Modify Bearer request/response between the SMF+PGWc and MME, and using NAS messages between MME and the UAV/UAVC. This step ends with the USS/UTM sending a final Success to the UAV/UAVC.
	This step may contain the UAV Authorization/Authentication (if it was not already performed in step 3A), Authorization of UAV and UAV controller pairing and flight path authorization/registration for flight operation.
[17-18]. On successful authorization of the UAV/UAVC, the USS/UTM includes authorization data for the established PDU Session to the SMF+PGWc, which may include results of UAV Authorization/Authentication, Authorization of UAV and UAV controller pairing, results of flight authorization and Access Control List (ACL) for the PDU session.. SMF+PGWc now updates the ACL in UPF+PGWu with the IP addresses provided by the USS/UTM in authorization data, such that using this PDN connection the UAV/UAVC is able to access only the configured IP addresses meant for C2 communication that are authorized by the USS/UTM. This behaviour is exactly the same as in 5GC case.
	The SMF+PGWc maintains the session with USS/UTM for future communication like any changes in authorization data or release/update of PDN connection or Secondary Re-authentication/Re-authorization or authorization revocation by USS/UTM etc. This behaviour is exactly the same as in 5GC case
	The USS/UTM stores a mapping between CAA-Level UAV ID and the External Identifier. This External Identifier can be used at later point by the USS/UTM for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc. This behaviour is exactly the same as in 5GC case
NOTE 2:	If SBI interface is used for secondary DN authentication/authorization, then steps 15 through 17 can be via NEF/SCEF (not shown in the Figure 6.23.3.1‑1) or via a new network function (not shown in the Figure 6.23.3.1‑1) that may be introduced to provide a single interface towards the USS/UTM, in a similar procedure as described in Figure 6.5.3.2.1-1 for EPC
19.	The USS/UTM may now further configure the C2 communication related information on the UAV/UAVC. This is done at the application level, using default PDN connection that was established in Step 5, and the complete communication is transparent to 3GPP.
19a.	[Outside the scope of 3GPP]: If the PDN connection is from a UAV, and if the USS/UTM has the paired UAVC IP address available, it configures the UAVC IP address in the UAV, for C2 communication. The USS/UTM may do additional configuration also at this point, for example: configuring a dynamic session ID in the UAV that can be used for Remote Identification, instead of using the permanent CAA Level Id which is seen as a privacy issue.
19b.	[Outside the scope of 3GPP]: If the PDN connection is from a UAVC, and if the USS/UTM has the paired UAV IP address available, it configures the UAV IP address in the UAVC, for C2 communication. The USS/UTM may do additional C2 communication related configuration also at this point.
[bookmark: _Toc50481909][bookmark: _Toc54846843]6.23.3.3	Authentication/authorization revocation by USS/UTM


Figure 6.23.3.3‑1: Authentication/authorization revocation or update
When the USS/UTM determines the need for updating the authorization data (e.g. update the access control list) or revoke the UAV authorization (or C2 communication authorization), it uses the service based interface exposed by UAV NF to send the authorization update request or authorization revocation request. The request is sent on the 3GPP Level ID that the USS/UTM had received during the A&A procedure. The SMF (or SMF+PGWc) updates the access control list for the PDU session (or PDN connection) based on the information received in the authorization data update request. If the request was for revocation of the authorization, the SMF may decide to terminate the PDU session (or PDN connection). The SMF then sends a response acknowledging the successful execution of the authorization data update or revocation.After the successful DN authentication/authorization, a session is kept between the SMF and the USS/UTM. In an EPC network, the session is maintained between the SMF+PGWc and USS/UTM.
When later on the PDU session gets released the SMF (SMF+PGWc in EPC) notifies the USS/UTM.
The USS/UTM server may revoke the authorization for PDU Session (PDN Connection in EPC) or update DN authorization data for a PDU session (PDN connection in EPC). According to the request from USS/UTM server, the SMF (SMF+PGWc in EPC) may release or update the PDU session (PDN connection in EPC).
[bookmark: _Toc54846844]6.23.4	Impacts on existing entities and interfaces
This solution may have the following impacts to existing entities and interfaces:
For 5GC:
-	N1: UE provides the signed USS/UTM address and CAA-Level UAV ID in the PDU session establishment request
-	SMF: Retrieves signed USS/UTM address and the CAA-Level UAV ID from the PDU session establishment request. The SMF shall use the USS/UTM address retrieved from PDU session establishment request as the DN-AAA address for secondary authentication. When the DN-AAA provides a success response for the secondary authentication result, use the authorization data to configure the ACL in UPF, such that the UE can access only the configures list of IP addresses using the PDU session. Define a new SBI interface (if needed) for secondary DN authentication/authorization during PDU session establishment. When the USS/UTM provides a success response for the secondary authentication result (via UAV AF), use the authorization data to configure the ACL in UPF, such that the UE can access only the configures list of IP addresses using the PDU session.
For EPC:
-	SMF+PGWc: Supports "Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment" using a SBI interface in the same way as the SMF in case of 5GCas explained in TS 23.502, clause 4.3.2.3. Retrieves the USS/UTM address and CAA-Level UAV ID included in the PCO by the UE. Additionally, same changes as described above for SMF in 5GC case.
-	S1: Provides USS/UTM address and CAA-Level UAV ID to the SMF+PGWc in a PCO


* * * * End of Changes * * * *
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